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Distribution List

Jonathan Reid | Business Continuity Officer j.reid@coldcurve.com
Jonathan Reid Manager j.reid@coldcurve.com
Diane Buckle Deputy Manager accounts@coldcurve.com

Plan Updates

It is essential that the Plan is kept up to date and it is version controlled with a clear
date on front page of the plan.

If you have any suggested changes to this plan, please notify the author of the
plan, who’s name is on the front of the plan.

This person is also responsible for updating and issuing plans. — We suggest
contact lists are reviewed every 6 months and plan annually or following any
significant change to the organisation or service.

If any changes to the service or personnel occur the plan should be updated and
issued to the copy holders.

This plan must be exercised annually or following any significant change to the
business and the exercise recorded and any improvements built back into the plan.
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1. Introduction

This plan is to be used to assist in the recovery of Coldcurve Ltd. in the event of a
major disruption to the business. A major disruption is defined as a significant
incident which threatens personnel, buildings or the operational structure of the
business and requires special measures to be taken to restore things back to
normal.

1.1 Aim

The aim of the Plan is to set out the roles, responsibilities and actions to be taken
by the business staff to re-instate the business following a major disruption

1.2 Objectives
The objectives of the plan are to
To provide for continuity of the activities essential to the business.
To reduce the disruption of clients, customers, employees, and services to

an acceptable level.

1.3 Scope of the Document

This plan sets out details of the recovery measures to be taken in the event of a
major disruption to the business.
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2. Recovery Objectives

Business activity restoration priorities have been identified against the following

categories, consider the various activities your business undertakes and which are

the most time sensitive needing to be restored first, this will help you plan to

recover your activities:-

Red

Fire, flood.
Terrorism
Pandemic illness
Disease outbreak
Accident

Immediate staff welfail

Time Critical service needing to be
restored within
0-1 hour

Amber

Telephone and IT services
Any disruption to ops
\Workspace

Office space
Transportation

Power outage

Customers

Suppliers

Manufacturing

Important service needing to be
restored within
1-24 hours

General staff welfalil

A service needing to be restored

Numberl | Jonathan Reid

General data management within
Green . .
Stock & New materials 5 working days
Supplies
Accounts receivable/payable
Server back-up
Theft A service which can be restored
Damage to goods progressively after 5 working days
Black _
Documents, payroll, files, records.
Tools, copiers, furniture.
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3. Plan Activation Procedures

3.1 Plan Activation Process

What is Nature of
the Disruption?
And what impact is
this having on the
business. Check
the impact
sections which

apply

YES (3.3)
Workspace

NO

IT Systems /
oice Networks/ | YES (3.4)
key Data Only

Return to Normal

Key Staff
Only

YES (3.5)

‘{
{
{
=

Other Key
Resources
OnIy

YES (3.6)

Assess Current
Situation

A

Disruption

Detailed
Actions Are
Provided in
Section 4 of
the Plan

Over

/

Invoke Plan

NO

A 4

Monitor Situation,
is there a need to

implement Plan

A 4

Start Log and inform Manager / Owner

v

Follow Appropriate Actions in Plan
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3.2 Activation of Plan

The Plan owner or designated staff member will be responsible for the activation
of the Business Continuity Management Plan. At the point the plan is activated the
Manager / Senior staff are to be informed. All staff members will be contacted and
advised of the current situation and what their role will be in the recovery phase.
Key staff contact details are listed at Appendix A.

Any other action check lists should be referred to in this paragraph.

Notification of a business interruption may originate from any source. It is
envisaged however that it will come from site staff during occupation of premises,
or from one of the emergency services during unoccupied periods.

The following activation sequence will normally be used when informing personnel
of the activation of this plan:

e Standby phase
« Implement phase
e Stand Down phase

“Standby” will be used as an early warning of a situation which might at some
later stage escalate and thus require implementation of this Plan. A “Standby”
allows key officers time to think, brief staff, start a business interruption log and
prepare for the deployment of resources should an “Implement” message be
received. This is particularly important if an interruption occurs towards the end of
office hours and staff may need to be asked to stay at work until the situation
becomes clear. Resources are not normally deployed at this stage (although this
will largely depend upon circumstances) and a “Stand Down” may follow this type
of alert.

EIMBIEMERE il be used to request the immediate utilisation of staff and
resources in activation of the plan.

“Stand Down® will be used to signify the phased withdrawal of any services
provided due to activation of the plan. The stand down order will be given by the
manager who will brief staff, stakeholders and customers as appropriate.
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3.3 Workspace

1. Establish the
current situation at
the affected site /
workspace

» What has happened?

* When did it occur?

* Are the Emergency Services informed / on-site?
* Is there access to the site?

* Are the IT systems and services still running?

* Who else has been informed?

* How potentially serious is it?

* Are there any casualties? If so, details?

2. Decide whether
the Business
Continuity
Management Plan
should be invoked?
The decision will be
based upon the
information
provided
consideration
should be given to:

« How quickly the business will be able to re-enter the
affected workspace

. Prevailing weather conditions

« Whether the area is currently responding to an external
incident

. If the decision is to relocate key staff to the agreed
alternative accommodation alert the site — (contact details
in table below)

. If the decision is made not to invoke the plan, continue to
monitor the situation until such time as normal access is
granted to the disrupted location.

3. Communicate
with staff

. IF EVACUATION IS NEEDED - Follow site evacuation
plan taking into account staff, customer and visitor safety.

. Keep staff informed at Assembly Points until a decision
has been made about whether the building is likely to
become available again soon. If the building will not be
available, relocate identified key staff to the agreed
alternative workspace and consider sending other staff
home and tell them to await instructions. Remind them to
check the in with the manager at an agreed time.

« Out of Hours If the disruption occurs outside office hours,
staff communication will be co-ordinated by the manager
or their designated staff member.

Alternative
Accommodation
Location:

Coldcurve Ltd - Site Front
Entrance.

All

Contact Name at
Location:

Jonathan Reid

Contact Number: 07878503781
06/01/2020 | Version Plan Owner: Business Name: Coldcurve Page 8 of 16
Numberl | Jonathan Reid Ltd




3.4 IT Systems / Voice networks / Key data

1. Confirm the nature
of the disruption

* What has happened?

* When did it occur?

* Which systems and/or services are affected

* How potentially serious is it?

* What is the estimated duration of the problem?
* Who else has been informed (media officer,
comms, stakeholder)?

2. Decide whether the
Business Continuity
Management Plan
should be invoked.
The decision will be
based upon the
information provided
consideration should
be given to:

« How long systems will be unavailable

« Whether the systems affected are required to
support the Time Critical / Important Business
Activities

. Whether the Area is currently responding to
external incident

* Inform staff that the Business Continuity
Management Plan is being invoked or put staff
on standby or invoke agreed manual systems to
ensure that the service can continue to operate.

« If the decision is made not to invoke the plan,

continue to monitor the situation until such time as

normal service is resumed.

3. Enter Specific
actions or
considerations if the
disruption is due to
non availability of IT
systems / Voice
networks / key data

. Instigate manual work around systems

« Rerouting of calls

. Accessing and making available critical data to
key staff which has been protected.

« Working from a secondary location unaffected by
the IT issue.

. If the main landline(s) are lost revert to mobile
phones and give number to key staff and
stakeholders.

« If IT systems are lost instigate Disaster recovery
plan.
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3.5 Key Staff

1. Confirm the nature of
the disruption

» What has happened?

* When did it occur?

«Who and how many are affected?

» Which systems and/or services are affected

* How potentially serious is it?

* What is the estimated duration of the problem?

« Who else has been informed (Media Officer,
Comms, stakeholders)?

2. Decide whether the
Business Continuity
Management Plan
should be invoked.

The decision will be
based upon the
information provided
consideration should be
given to:

. How long staff will be unavailable

. Whether the staff are required to support the
Critical / Important Business Activities

. Whether the Area is currently responding to
external incident

* Inform staff that the business Continuity
Management Plan is being invoked or put staff on
standby or invoke agreed manual systems to
ensure that the service can continue to operate.

* If the decision is made not to invoke the plan,
continue to monitor the situation until such time as
normal service is resumed.

3. Enter Specific
actions or
considerations if the
disruption is due to non
availability of Key Staff

. Change of job functions for some staff (to support
the critical business activities)

« Employ agency staff

. Offer overtime

« Suspend less time critical parts of the business

. Consider out sourcing some services if possible
until you are ready to restore them.
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3.6 Other Key Resources

1. Confirm the nature of
the disruption

* What has happened?

* When did it occur?

» Which systems and/or services are affected

» How potentially serious is it?

* What is the estimated duration of the problem?
* Who else has been informed?

2. Decide whether the
Business Continuity
Management Plan
should be invoked.

The decision will be
based upon the
information provided
consideration should be
given to:

« How long resources will be unavailable

. Whether the resources affected are required to
support the Critical / Important Business
Activities

. Whether the Area is currently responding to
external incident

* Inform staff that the business Continuity
Management Plan is being invoked or put staff on
standby or invoke agreed manual systems to
ensure that the service can continue to operate.

« If the decision is made not to invoke the plan,
continue to monitor the situation until such time as
normal service is resumed.

3. Enter Specific actions
or considerations if the
disruption is due to non
availability of key

« Arrangements/contracts to hire / borrow /
purchase replacement resources from suppliers .

. Protective measures for resources.

- Connections to companies with high levels of

resources stocked resources.
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4. Supporting Information

4.1 Staff Welfare

It must be recognised that a business interruption may also cause additional
pressures for staff. Staff members need to be given clear direction about what the
priorities of the business, which can be achieved by having well thought out and
implemented continuity strategies in place. Managers must ensure that they
monitor staff more closely to ensure that their welfare is maintained (e.g. regular
breaks due to increased intensity or pressure of work).

Staff should be aware of what their role is when a major disruption occurs. Clear
and concise communication with staff is pivotal to having an organised response.
Staff must be made aware of what communication methods are going to be used
so they can find out the latest information, if they are going to be working from
home or a different location than normal. If staff are to be working from a different
location ensure that they know where the location is (provide a map and or
directions if necessary) and they are able to get there and get access.

4.2 Communicating with Staff

During Office Hours
If the disruption occurs during office hours then staff can be communicated with via
briefings from managers and electronically by the intranet and email.

Out of office hours

The manager for the business or the designated staff member will keep staff up to
date by the following methods:

Telephoning staff and passing on essential information.

Mobile phone Text cascade of information if appropriate.

Email to staff that have access to external email as a appropriate.
Face to face as appropriate.

Information may be available via the following depending on the reason for
disruption;

Coldcurve Ltd.

http//www.coldcurve.com

Staff should given the opportunity to feedback any comments they may have after
the response phase and the service has returned to normal. This may be in the
form of a structured debrief or more informally.

Managers who suspect that staff members have suffered undue stress or even
trauma from the business disruption must consider providing assistance for those
staff who have been affected.
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4.3 Media/ Public Information

In the event of a major disruption to the business the business Communications
Officer must be contacted to inform them of what has happened and the estimated
length of the disruption and possible impacts of the disruption.

5. Plan Maintenance Procedures

The author of the plan is responsible for reviewing contact lists every 6 months and
plan must be reviewed annually. Ultimately the plan owner is responsible for
ensuring the plan is up to date and exercised and all audit requirements have been
met.

5.1 Plan validation (exercises) / Training Schedule
Awareness training for staff to make sure they all know what to do and who will be

involved. Be sensitive how you communicate your plan — phrasing ‘essential staff’
or ‘vital services’ suggests that some of your staff aren’t as important as others.
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Appendix A

STAFF Contact Names & Numbers

To be updated 6 monthly and stored securely.

A list of staff contact details (Out of hours) is to be completed and maintained by (the responsible

person named in this plan)

Jonathan Reid - Contact Details: j.reid@coldcurve.com

Jonathan Reid Managing Director | 01808511765 07878503781 | 01808511765

Bridget Reid Managing Director | 01808511765 07500061203 | 01808511765
Company

Diane Buckle Secretary and | 01808511765 07542544826 | N/A
Management

Neil Campbell Company Staff 01808511765 07525269859 | N/A
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Appendix B

SUPPLIER Contact Names & Numbers & other

key contact details.

Contractors, suppliers & useful numbers Contact Details

A list of contact details (Out of hours) is to be completed and maintained by (the responsible person

named in this plan)

Electrical

Product
ABB Limited Carl Eely Manager — UK | 01925741111 | 07703546667
& IE
Mitsubishi Area Sales
; Peter Peebles Manager - 01506 448840 | 07738 483859
Electrical
Scotland
. . Internal Sales | 01536 444168
RS Catherine Smith Executive Ext 3485 N/A
Siemens N/A VEEIIEE) 08458 507600 | N/A
Support
. . . Sales
PR electronics Ltd | David Laird Engineer 01243 776450 | 07585 328565
. Customer
Phoenix Contact Maz Lane Service 01952 681730 | N/A
Ltd. e
Administrator
Omron Teija Sten clstomer 01908 258258 | N/A
Service
Products 4
Automation (UK & | Natalie Turner Sales Director | 0121 630 2200 | 0845 077 3858
Ireland) Ltd
SICK Mark Daly PR 0131 448 2828 | N/A
Control
VEGA Martin Johnson Sales 01555 660579 | 07887 855804
Engineer
Lenze David Randall Sales AcCount | 41934 351321 | 07771 774603
Manager
Sl Jamie Benzie Sales Manager | 01224 894050 | 07971 526543

Yesss Electrical

John Stevens

Sales Manager

01463 701128

07896 926378

R&M Electrical

Control Gear

Group Ltd Ewan Durie Specialist 01224548595 | 07917 734686
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Appendix C

Resource Requirements for resumption delivery of RED and ANMBER services

[ activities.

Staff: All

Agreed Location:

Accommodation Coldcurve Ltd - Site Front Entrance.
Contact Name
Jonathan Reid
Contact Number:-
Tel: 01808511765 - Mob: 07878503781

Systems (IT & IS): Jonathan Reid

Hard Data: Jonathan Reid

Other Resources: Diane Buckle
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